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Abstract

No physical system of transferring data can fully eliminate the possibility that
noise will interfere with the transmission. An error-correcting code permits
the receiver correctly to identify the intended transmission in spite of noiseby
intro ducing additional redundancy into the data before it is transmitted. This
paper is intended brie
y to survey a particular class of such error-correcting
codes,called linear codes,as well as one method of decoding such codes,called
syndrome decoding.
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When data is transmitted acrossa noisy channel, it can be di�cult to un-
derstand what was meant. The idea of error correcting coding and decoding
is to modify the data before transmission so that after the noisehas interfered
with the message,the receiver may discernwhat the intended data waswithout
having to request a retransmission.

There are many di�eren t approachesto modify the data beforetransmission,
each with various methods to recover the intended messagefrom the interfered-
with data. This paper �rst givesan example to demonstrate the process,and
speaksa little about the mathematics going on in any genericerror-correcting
code. The middle sectionsof the paper describe one family of error-correcting
codes, linear error correcting codes, how to encode with them, and some in-
teresting mathematical properties they exhibit. Theseproperties are then used
in the �nal sections to describe one methood of decoding received messages,
syndrome decoding, which works in tandem with any linear error-correcting
code.

The mathematics assumedunderstood by the reader involvesonly basic al-
gebra and proof technique. Someknowledge of linear algebra, vector spaces,
group, and �eld theory may supply the readerwith a more completemathemat-
ical understanding.

The sectionsinto which the paper is divided are namely:

1. Example: The Binary (7; 4)-Hamming Code

2. (De-)Coding as a Function BetweenSets

3. Hamming Distance

4. Linear CodesDe�ned

5. Advantagesof Linear Codes

6. Properties of Linear Codes

7. The Generator Matrix and Linear Encoding

8. Dual Codes

9. The Parit y Check Matrix

10. Cosetsof C

11. SyndromeDecoding

1 Example: The Binary (7; 4)-Hamming Code

This example should hopefully arousesomeinterest in the subject, and refer-
enceswill be made to it in the rest of the paper. The signi�cance of the (7; 4)
in \(7 ; 4)-Hamming" will be made clear in the section de�ning linear codes.

Error-correcting codesfunction over discrete channels,and binary codesare
concernedwith channelswhere the standard unit of information is a bit.
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De�nition 1.1 A bit is a unit of information which can take oneof two values:
0 or 1.

Suppose the sender wishes to send four bits acrossa channel whose noise
may change 0's to 1's or 1's to 0's. To encode the 4-bit string (also called a
word, a block, or a vector ) with the (7; 4)-Hamming code, place the value of bit
1 into area 1 in the following Venn diagram, bit 2 into area 2, and so on.

Figure 1.1 The Venn diagram for the binary (7; 4)-Hamming code.

Into the areas5, 6, and 7 place a 0 or a 1 so that each circle A, B, and C
contains an even number of 1's. Read the seven values back out of the Venn
diagram into a 7-bit string where the �rst four values coincide with the 4-bit
string to be sent, and bits 5, 6, and 7 are determined by the bits in their
corresponding areasin the Venn diagram.

The resulting 7-bit string is the codeword which will be sent acrossthe chan-
nel. To decode, the receiver should place bits 1 through 7 into their positions
in the Venn diagram, determine which circle(s) have an odd number of 1's, 
ip
the bit (from a 0 to a 1 or from a 1 to a 0) of the area which in
uences exactly
those circles, then read out the values of areas1 through 4. If only one error
was intro duced by the channel, then this coding will always correctly identify
the intended 4-bit string, as will be proven later.

For a concreteexample,supposethe senderwishesto send1011. Only circle
A hasan odd number of 1's, soonly position 5 should be a 1. The codeword for
1011 is thus 1011100. Now supposethe sendersends1011100but the channel

ips bit 3 resulting in 1001100. The receiver places these bits back into their
positions in the Venn diagram and counts the 1's in each of the circles. Circle
A and circle C have an odd number of 1's, so she assumesarea 3 was in error
and correctly deducesthe intended transmission was 1011. Notice that if an
error strik esin bit 5, 6, or 7, the receiver will be able to identify the error, but
it doesn't a�ect her deduction of the intended message.

2 (De-)Co ding as a Function Bet ween Sets

More abstractly, considerevery possiblemessagethe sendermight wish to send
aselements of a set, and considerthe code as the set of codewords which sender
and receiver agreeare the only strings which will be sent acrossthe channel. In
this case,the following de�nitions are in order:
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De�nition 2.1 The alphabet is the set of symbols from which strings can be
composed. The number of symbols in the alphabet is denoted p.

De�nition 2.2 The messagespace is the set of all strings that the senderhas
the option to encode.

De�nition 2.3 The code, denoted C, is the set of all strings that the sender
and receiver agreemay be sent acrossthe channel.

Linear error-correcting codesare block codes,and assuch all codewordshave
the samelength, denoted n.

The act of encoding is the exerciseof a bijection from the messagespaceto
C, so these sets have the samecardinalit y, which is denoted M . On the other
hand, the act of decoding is the exerciseof a function from somesuperset of C
onto P which, if the code is to be e�ectiv e in correcting errors, is necessarily
not injectiv e (the superset is proper).

3 Hamming Distance

In the binary (7; 4)-Hamming code example,we claimed that the receiver could
correctly decode to the intended messageevery possible zero- or single-error
transmissionof the 7-bit string. In order to provethat claim, it will be necessary
to de�ne Hamming distance and investigatethe processby which the string was
decoded, namely, nearest-neighbor decoding.

De�nition 3.1 The Hamming distance of two equal-length words x and y is
the number of positions in which x and y di�er, and is denoted d(x; y).

Note that this de�nition of distance applied to the set of strings of length n
forms a metric spacein that, supposing that x, y, and z are arbitrary strings of
length n, the following hold:

1. d(x; y) � 0;

2. d(x; y) = 0 if and only if x = y;

3. d(x; y) = d(y; x); and

4. d(x; z) � d(x; y) + d(y; z). (The triangle inequality.)

De�nition 3.2 The Hamming distance of a block code C is minx;y 2 C d(x; y),
and is denoted d(C).

The processof decoding in the examplewas that of nearest-neighbor decod-
ing, wherein we choosethe codeword with the least Hamming distancefrom the
received word as the intended transmission. In our example, if errors distort
a codeword to a non-codeword, there is only one codeword which is Hamming
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distance 1 from the non-codeword and that codeword is what we decode the
received non-codeword to. Such a statement requires substantiation which is
most easily explained after the concept of the parit y matrix has been intro-
duced. In the meantime, let us investigate how many errors can be corrected
given a code's Hamming distance.

De�nition 3.3 A code C is e-error-correcting meansthat the maximum num-
ber of errors C can correct is at least e.

Theorem 3.1 Let C be an error-correcting codewith nearest-neighbor decoding.
C is e-error-correcting if and only if d(C) � 2e+ 1.

Proof Supposed(C) � 2e + 1. Let x be sent and u received with e or fewer
errors. For all codewords y 6= x,

2e+ 1 � d(x; y) by the de�nition of d(C)
� d(x; u) + d(u; y) by the triangle inequality
� e+ d(u; y) sincee or fewer errors occurred

Thus d(u; y) � e+ 1: all codewords y other than x are farther from u than x,
so nearest-neighbor decoding will correctly associate x with the received word
u.

For the other direction, supposed(C) < 2e + 1 and imagine, as follows, a
casewheree or fewer errors occur yet nearest-neighbor decoding fails to produce
the correct result. Let x and y be codewords such that

d(x; y) = d(C) = � < 2e+ 1

We'll consider the casethat x is sent, and construct a received word u. If �
is even, let u be equal to x in all positions where x is equal to y, as well as in �

2
more positions. In the other �

2 positions, set u's symbols equal to y's symbols
in those positions. The result is that �

2 errors have occurred, yet �
2 < e+ 1

2 , so
e or fewer errors have occurred, and yet

d(x; u) = d(u; y) =
�
2

so neither neighbor x nor y is nearer to u.
On the other hand, if � is odd, let u be equal to x in all positions wherex is

equal to y, as well as in � � 1
2 more positions. In the other � +1

2 positions, set u's
symbols equal to y's symbols in those positions. The result is that � +1

2 errors
have occurred, yet � +1

2 < e + 1, so again e or fewer errors have occurred, and
yet

d(x; u) =
� + 1

2
>

� � 1
2

= d(u; y)

indicating that y is a nearer neighbor to u than the intended codeword x.

This result is what motivates the commentary on Hamming distance in the
following sections.
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4 Linear Codes De�ned

Alphabets, symbols, and strings up until this point havegonewithout de�nition.
Once in the realm of linear codes, these items can be de�ned in ways pleasant
to a mathematician's sensibilities.

Let's assumethat the alphabet from which symbols are drawn is the set of
integers mod multiples of p, denoted Zp. Thus each symbol is a coset of the
subgroup of the integers, multiples of p. For convenience,these cosetswill be
represented by the unique nonnegative integer, lessthan p, which they contain.
For example, we will denote Z3 as f 0; 1; 2g rather than f Z + 0; Z + 1; Z + 2g.
Since we would like to de�ne a vector spaceover Zp, we will insist that p be
prime, so that Zp is a �eld.

Now let Zn
p denote

n times
z }| {
Zp � Zp � � � � � Zp. By de�ning vector addition and

scalar multiplication in the way to which we are accustomed, only with the
modi�cation that aritmetic be performed modulo p, Zn

p is an n-dimensional
vector spaceover Zp. The de�nition of a string as a vector from this space
follows naturally , and strings will contin ue to be denoted x1x2x3 : : : xn whereas
in vector form they are better known as (x1; x2; x3; : : : ; xn ).

De�nition 4.1 A linear code over Zp is a subspaceof Zn
p .

That is to say, a subsetC of Zn
p is a linear code if and only if

1. For all ~x, ~y in C, their sum ~x + ~y is also in C, and

2. For all ~x in C and � in Zp, the scalar product �~x is in C.

The dimensionof a code C will be denotedk, and linear codeswith alphabet
sizep are referred to asp-ary [n; k] codes,or sometimesif the Hamming distance
is relevant, p-ary [n; k; d] codes. In the binary (7; 4)-Hamming code example,
the codewords form a 4-dimensionalsubspaceof Z7

2, as will be exposited in the
later sections.

Finally , a standardization of the way we think about errors for block codes
will aid in the analysis of linear codes:

De�nition 4.2 If C is a block code over Zp, ~x is transmitted, and ~y received,
then the error pattern of the tranmission is denoted ~" and de�ned ~" = ~y � ~x.

5 Adv antages of Linear Codes

Usageof linear error-correcting codesis especially slick for the following reasons,
further explored in future sections:

d(C) is easily calculated. The processis explained and its e�ciency ana-
lyzed in the next section.
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Enco ding is fast with small storage requiremen ts. Compared to a dic-
tionary lookup from the messagespaceto the code, the generator matrix
(described in the section bearing the samename) is quick and consumes
negligible disk space.

It's easy to iden tify exactly whic h errors are correctable. With most
e-error-correcting codes, sometimesa received word with greater than e
errors can be correctly decoded, depending on the sent word and the error
pattern of the transmission. With linear codes, that dependenceis only
upon the error pattern, as is explained in the next section. Furthermore
it is easyto identify those error patterns with greater than e nonzeropo-
sitions which can still be correctly decoded, asexplained in the sectionon
syndrome decoding.

Deco ding can be accomplished in minimal time and space. Syndrome
decoding is one such technique.

6 Prop erties of Linear Codes

Firstly , all linear codes contain the zero vector, since 0 is in Zp and so scalar
multiplication of any vector in the code by 0 results in ~0 which consequently
must also be in the code.

Secondly, it will aid the determination of d(C) for a linear codeC, to proceed
with the following

De�nition 6.1 The weight of a vector ~x 2 Zn
p , denotedw(~x), is the number of

nonzerosymbols in ~x.

Theorem 6.1 For a linear code C, d(C) is the least weight of all nonzero code-
words.

Proof Supposed(C) = d and w is the least weight of the nonzerocodewords of
C. There exist codewords ~x and ~y such that ~x 6= ~y and d(~x; ~y) = d, so~x � ~y 6= ~0
and we have

d = d(~x; ~y) = d(~x � ~y;~0) = w(~x � ~y) � w:

Yet there also exists somenonzerocodeword ~z with weight w, and ~0 is in C,
so we have

w = w(~z) = d(~z;~0) � d = d(C)

Combining thesegivesw = d.

Now we can analyze the e�ciency savings in calculating d(C) for a linear
code versus an arbitrary code. If a code has M codewords, with no magic,
every pair of codewords would need to be compared to determine a minimum
Hamming distance, for a total of

� M
2

�
= 1

2 M (M � 1) comparisons.With a linear
code and the method described above, only examinations of the M � 1 nonzero
codewords needbe performed to determine the minimum Hamming distance.
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To concludethis section is a result that excludesthe sent word from consid-
eration in determining the correctabilit y of a received word.

Theorem 6.2 For a linear code using nearest-neighbor decoding, whethera re-
ceived word ~y is uniquely correctly decodabledepends only on the error pattern
~", not on the transmitted codeword ~x.

Proof By contradiction, wewill assumethat givenan error pattern ~" , there are
two codewords~x and ~x 0 such that ~y = ~x + ~" is correctly decoded, but ~y 0 = ~x 0+ ~"
is not. Thus there must be somecodeword ~x 00such that d(~x 00; ~y 0) � d(~x 0; ~y 0).
Let ~" 0 be the error pattern associated with the transmission of that ~x 00 that
results in ~y 0: ~" 0 = ~y 0 � ~x 00. So de�ned, d(~x 00; ~y 0) � d(~x 0; ~y 0) can be rewritten
w(~" 0) � w(~" ). Now a bit of explanation to show the direction we're going: if we
can show that in the sameway that there exists an ~x 00which is ~" 0 away from
~y 0, there also exists a ~z in the code which is ~" 0 away from ~y, then we've got the
contradiction since~z would be closer to ~y than ~x, yet ~y supposedly decoded to
~x. To this end, de�ne ~z to be ~y � ~" 0:

~z = ~y � ~" 0 = ~x + ~" � ~" 0 = ~x + (~y 0 � ~x 0) � (~y 0 � ~x 00)
= ~x � ~x 0+ ~x 00

So ~z is in C, sinceC is linear, yet

d(~z; ~y) = w(~" 0) by the de�nition of ~z
� w(~" ) sincew(~" 0) is also d(~y 0; ~x 00),

~" = ~y 0 � ~x 0,
and ~y 0 was decoded to ~x 00, not ~x 0

= d(~x; ~y) by their de�nitions

This implies that ~z is ascloseor closerto ~y than ~x, contradicting that ~y was
correctly decodable to ~x.

7 The Generator Matrix and Linear Enco ding

Generally, and in the caseof the (7; 4)-Hamming code example, the message
space is taken to be all words of length k, denoted Z k

p . Since C is an k-
dimensional subspaceof Zn

p , we can �nd a basis for C composedof k linearly
independent codewords. The matrix formed from thesek row vectors is a gen-
erator matrix , G, for the code C, so called becauseits span is C. Contin uing
the (7; 4)-Hamming code example, then, we have the generator matrix

G =

0

B
@

1 0 0 0 1 1 1
0 1 0 0 0 1 1
0 0 1 0 1 0 1
0 0 0 1 1 1 0

1

C
A

and to encode 1011, the multiplication is carried out as follows:
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( 1 0 1 1)

0

B
@

1 0 0 0 1 1 1
0 1 0 0 0 1 1
0 0 1 0 1 0 1
0 0 0 1 1 1 0

1

C
A = ( 1 0 1 1 1 0 0)

which happily is the sameresult as when the Venn diagram is used.
In the excitement to get to the example, a few details were glossedover.

Firstly , while any k linearly independent codewords from C would su�ce to
create a generator matrix whosespan is C, the Venn diagram de�ned not only
the code but also the encoding bijection. With the generator matrix approach,
since the rows span C, it is apparent that the encoding is surjective, however
it may not be crystal clear that the encoding processis injectiv e, which follows
from the linear independenceof the rows.

Theorem 7.1 Generator matrix encoding is injective.

Proof SupposeG is composedof the k linearly independent codewords~g1, ~g2,
. . . , ~gk . Further supposetwo messages~a = a1a2 : : : ak and ~b = b1b2 : : : bk result
in the sameencoding: ~aG = ~bG. Then

kX

i =1

ai ~gi =
kX

i =1

bi ~gi which implies
kX

i =1

(ai � bi )~gi = ~0

which by the linear independenceof ~g1, ~g2, . . . , ~gk , implies that for all 1 � i � k,
the di�erence ai � bi = 0, so ai = bi , that is ~a = ~b.

However, while regardlessof the generator matrix's construction the encod-
ing will be bijectiv e, di�eren t choices of the basis vectors result in di�eren t
bijections. A particularly convenient bijection which leavesthe �rst k symbols
untouched occurs when the generator matrix is in standard form, that is, the
�rst k columns form the k � k identit y matrix, as in the example.

8 Dual Codes

Sincewe have the de�nition of codewords asvectors in Zn
p , it's natural to de�ne

the inner product of two codewords ~x = x1x2 : : : xn and ~y = y1y2 : : : yn in the
natural way: ~x � ~y = x1y1 + x2y2 + � � � + xn yn , again with all multiplication
and addition done modulo p. Further, allow two vectors ~x and ~y to be called
orthogonal if and only if ~x � ~y = 0. With these de�nitions, we can look at the
set of all vectors in Zn

p which are orthogonal to all vectors in C, called the dual
code of C and denoted C? .

Perhapssurprisingly, regardlessof whether C is linear, C? is always linear.

Theorem 8.1 If C is an arbitrary block code, then C? is linear.
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Proof Suppose~x and ~y are two vectors in C? and � and � are elements of Zp.
Let ~z be any codeword in C.

(�~x + � ~y) � ~z = � (~x � ~z) + � (~y � ~z)

= � (~0) + � (~0)

= ~0

and so �~x + � ~y is also in C? .

Perhaps still more surprisingly, if we may assumeC is linear, then C? is
linear of dimension n � k. This result requires the additional transitional

De�nition 8.1 A k � n generator matrix is in nearly standard form if k of its
columns are the k columns of I k , the k � k identit y matrix.

We would like to place a generator matrix for a linear code C into nearly
standard form without losing the property that it generatesthe samecode C.
The standard row operations (permutation of the rows, replacement of a row
by one of its non-zeromultiples, and replacement of a row by the sum of itself
and any multiple of another row) allow us to do this. The row operations do
not alter the code the matrix generates,since they always result in linearly
independent vectors of C. Furthermore, the only way nearly standard form
would be unattainable using the standard row operations would be if more
than k columns were composed of all 0's. This would imply that k linearly
independent rows have fewer than k meaningful columns | a contradiction.
Thus every linear code C has a generator matrix in nearly standard form.

We're almost ready to prove the dimensionality of C? , but �rst,

Theorem 8.2 For a linear code C with generator matrix G composed of basis
codewords~g1, ~g2, . . . , ~gk , a vector ~x in Zn

p is in C? if and only if ~x is orthogonal
to every row of G.

Proof One direction is trivial: since every row of G is a codeword, if ~x is in
C? then ~x will be orthogonal to every row of G.

Suppose ~x is orthogonal to ~gi for all 1 � i � k. Let ~y be any codeword.
Then there exist scalars� 1, � 2, . . . , � k such that ~y =

P k
i =1 � i ~gi . Thus

~x � ~y = ~x �
kX

i =1

� i ~gi =
kX

i =1

� i (~x � ~gi ) =
kX

i =1

� i (0) = 0

and so ~x is in C? .

We are now prepared for

Theorem 8.3 If C is a linear [n; k] code over Zp, then the dual code C? of C
is a linear [n; n � k] code.
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Proof We've already seenthat C? is linear, soall that remainsto show is that
it is of dimension n � k. Let W = f w1; w2; : : : ; wk g be the set of indexeswhere
a generator matrix G of C in nearly standard form has a column of I k subject
to the condition that the wth

i column of G is the i th column of I k . For example,
G might look like this:

G =

0

B
B
B
B
B
@

1 2 � � � w2 � � � w1 � � � wk � � � n
g11 g12 � � � 0 � � � 1 � � � 0 � � � g1n

g21 g22 � � � 1 � � � 0 � � � 0 � � � g2n

g31 g32 � � � 0 � � � 0 � � � 0 � � � g3n
...

...
. . .

...
. . .

...
. . .

...
. . .

...
gk1 gk2 � � � 0 � � � 0 � � � 1 � � � gkn

1

C
C
C
C
C
A

The idea is, in order for a vector ~x to be in C? , it must be orthogonal to
every row of G. For each of the positions not indexed by W , choose~x's value
arbitrarily . Then for each of the positions wi indexed by W , �gure out what ~x's
value must be to enforceorthogonality with the i th row in G. In mathematical
notation,

C? =

8
<

:
(x1; x2; : : : ; xn ) 2 Zn

p

�
�
�
�
�

xw i +
X

j =2 W

gij x j = 0; for i = 1; 2; : : : ; k

9
=

;

Thuschoosingthe valuesfor x j for all j =2 W uniquely speci�es the valuesfor
xw i for all wi 2 W . There are pn � k ways the x j may be chosen,so jC? j = pn � k

which implies dim(C? ) = n � k.

This result givesrise to a pleasant tightnessin the gearsof this machinery:

Theorem 8.4 For any linear code C, (C? )? = C.

Proof SupposeC � Zn
p has dimension k over Zp. Let ~x be a codeword of C.

Then for all ~y in C? , ~x �~y = 0 so~x 2 (C? )? , which since~x wasarbitrary implies
C � (C? )? . But C? is a linear code of dimension n � k over Zp, so (C? )? is
a linear code of dimensionn � (n � k) = k over Zp. SinceC � (C? )? and they
are both of dimension k, C = (C? )? .

9 The Parit y Check Matrix

Returning to the (7; 4)-Hamming code example, rather than specifying the
code with a generator matrix, a more straightforward de�nition is possibleby
emulating the equations the Venn diagram is used to solve. Any codeword
~x = x1x2 : : : x7 generatedwith the Venn diagram must have an even number of
1's in each circle. In other words, C is fully speci�ed as those ~x's which that
satisfy the following equations:
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x1 + x3 + x4 + x5 = 0
x1 + x2 + x4 + x6 = 0
x1 + x2 + x3 + x7 = 0

or, in matrix form, xH T = ~0, where

H =

0

@
1 0 1 1 1 0 0
1 1 0 1 0 1 0
1 1 1 0 0 0 1

1

A

and H T denotesthe transposeof H .
More rigorously,

De�nition 9.1 H is a parity check matrix for a linear code C if and only if

1. its rows are independent,

2. C = f ~x 2 Zn
p j ~xH T = ~0g: (That is, C is the null spaceof H .)

This nameis appropriate in that for the binary caseit checks that the parit y
of the cardinalit y of selectedsubsetsof the symbols in a codeword is even.

Before investigating the intricacies of the parit y check matrix, it would be
good to prove a couple of theoremsabout the (7; 4)-Hamming code which have
until now beenassumedwithout proof.

Theorem 9.1 The (7; 4)-Hamming code is a linear code.

Proof SupposeH is the parit y check matrix for the (7; 4)-Hamming code C,
and ~x; ~y 2 C, that is, ~xH T = ~0 and ~yH T = ~0. Let �; � 2 Zp. Then (�~x +
� ~y)H T = �~xH T + � ~yH T = � ~0 + � ~0 = ~0, so �~x + � ~y 2 C and C is linear.

Theorem 9.2 The (7; 4)-Hamming code C with parity check matrix H has
Hamming distance 3, and so by Theorem 3.1, is 1-error-correcting.

Proof We will prove this by showing that all nonzero codewords in C have
weight at least 3. Suppose~x = x1x2 : : : xn 2 C has weight 1, that is, x i = 1 for
somei , with x j = 0 for all j 6= i . This contradicts that ~xH T = ~0 since no i th

column of H is all zeros,as it would needto be. Next suppose~x 2 C hasweight
2, and let x i = x j = 1 with x l = 0 for all l other than j and i . Denoting the
sth row of H by hs1hs2 : : : hsn , we have, since~x is orthogonal to each row in H ,
that for all 1 � s � n � k, hsi + hsj = 0 which under modulo 2 arithmetic means
hsi = hsj . This would mean that sometwo columns of H were identical, which
no two are, and we've reached a contradiction. Finally , consider the codeword
0100011,which satis�es the parit y check matrix. It has weight 3, and so we've
proven d(C) = 3.

Returning to the general case,the parit y check matrix is intimitely related
to the dual code.

12



Theorem 9.3 H is a parity check (p.c.) matrix for a linear code C if and only
if it is a generator matrix for C? .

Proof SupposeC is an [n; k] linear code. In one direction, H is a p.c. matrix
for C

) C = Null( H ) by the de�nition of a p.c. matrix
) k = n � dim(I m(H )) by the rank-nullit y theorem
) dim(I m(H )) = n � k
) dim(I m(H )) = dim(C? ) by Theorem 8.3

Yet I m(H ) � C? , so I m(H ) = C? , which combined with the linear indepen-
denceof the rows of H implies that H is a generator matrix for C? .

In the other direction, H is a generator matrix for C?

) rows of H are independent and C? = I m(H )
) for all ~x 2 C; ~x � (Any linear combination of rows of H ) = 0
) C � Null( H )

yet

dim(C) = k = n � (n � k)
= n � dim(C? ) by Theorem 8.3
= n � dim(I m(H )) sinceH is a generator matrix for C?

= dim(Null (H )) by the rank-nullit y theorem.

Combining C � Null (H ) with dim(C) = dim(Null (H )) givesC = Null (H ).
We already know C's rows are independent, and so H is a parit y check matrix
for C.

10 Cosets of C

The algebraic structure of a linear code is the foundation of the very fast syn-
drome decoding algorithm.

Firstly , Zn
p satis�es the �v e properties of an abelian group with respect to

vector addition: vectors in Zn
p sum to other vectors in Zn

p , vector addition is
associative and commutativ e,~0 is an additiv e identit y, and every vector has an
additiv e inverse,namely, wherein every ordinate is subtracted from p (mod p).

If C is a p-ary [n; k] linear code, it is obviously �nite and by the de�nition of
linearit y we have that C is closedunder vector addition, and so is a subgroup
of Zn

p . Its cosetsare C + ~" for error patterns ~" 2 Zn
p , and Zn

p can be expressed
as the disjoint union of these cosets. How many cosetsare there? Since there
are pn vectors in Zn

p and pk vectors in C and therefore in each cosetof C, there
must be pn =pk = pn � k cosets.
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11 Syndrome Decoding

The following slick technique for decoding linear codes grew out of a simpler
processcalled Slepianarray decoding, the implementation of which, by requiring
the storageand examination of every cosetof C, takesdramatically more time
and space.

De�nition 11.1 If H is the parit y check matrix for a p-ary [n; k] linear code
C and ~x is a vector in Zn

p , then the syndrome of ~x, denoted syn(~x), is ~xH T .

By the de�nition of H , syn(~x) = ~0 if and only if ~x 2 C.
A standard interpretativ e result from group theory aids in the theorem that

follows it.

Theorem 11.1 If ~x and ~y are vectors in Zn
p , then they are in the same coset

of the p-ary [n; k] linear code C if and only if ~x � ~y (mod C).

Proof Suppose~x; ~y 2 C + ~z for some~z 2 Zn
p . Then there exist vectors~a and

~b in C such that ~x = ~a + ~z and ~y = ~b+ ~z, so ~x � ~y = ~a � ~b which is a vector in
C sinceC is linear. Thus ~x � ~y (mod C).

On the other hand, ~x � ~y 2 C implies that there exists an ~a 2 C such that
~x � ~y = ~a, or ~x = ~a + ~y, so~x 2 C + ~y. We know ~y 2 C + ~y sinceC is linear and
so contains ~0, and so ~x and ~y are in the samecosetof C.

Theorem 11.2 If ~x and ~y are vectors in Zn
p , then syn(~x) = syn(~y) if and only

if ~x and ~y are in the samecoset of C.

Proof A chain of double implications will su�ce: syn(~x) = syn(~y) , ~xH T =
~yH T , (~x � ~y)H T = ~0 , ~x � ~y 2 C , ~x � ~y (mod C) , ~x and ~y are in the
samecosetof C.

We would like to implement nearest-neighbor decoding on the code by ob-
serving into what coset of the code a received word falls. Suppose ~x 0 was
sent and ~y received via error pattern ~" 0, that is, ~y = ~x 0 + ~" 0. Obviously,
~y � ~" 0 (mod C) and so ~y and ~" 0 lie in the samecosetand have the samesyn-
drome. Syndrome decoding assumes~" 0 is a least-weight vector in C + ~y, calls
it ~" , and decodes~y to ~x = ~y � ~" . If all went well, ~" 0 = ~" and ~x 0 = ~x.

Theorem 11.3 Syndrome decoding is a method of nearest-neighbor decoding.

Proof We know ~x 2 C since ~" 2 C + ~y implies ~y � ~" will be in C. Suppose
there exists some~z in C such that d(~y; ~z) < d(~y; ~x). Then setting ~" 00equal to
~y � ~z results in w(~" 00) < w(~" ), yet ~z 2 C ) � ~z 2 C ) ~" 00= � ~z + ~y 2 C + ~y,
contradicting that ~" was the least-weight vector in C + ~y.

Consider the case where there are multiple candidates for a least-weight
vector in a coset, and we choosethe vector ~x with weight w to be associated
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with that coset. Any other least-weight candidate ~y also has weight w, yet any
received word which is a�icted with the error pattern ~y will be decoded as
though it were hit with the error pattern ~x, so the code fails to correct some
casesof w errors, and so is not w-error-correcting. On the other hand, ~x is a
perfectly correctableerror pattern, and soby virtue of the linearit y of the code,
we know exactly which error patterns are correctable even when their weights
exceede, where C is an e-error-correcting code.

To implement syndrome decoding of a linear code, identify each cosetwith
someleast-weight vector it contains, then calculate and store the syndromesof
those vectors. When a word is received, calculate its syndrome, scan the list
of error-pattern syndromesfor a match, and subtract the corresponding error
pattern from the received word.

To conclude the paper, we'll implement syndrome decoding for the (7; 4)-
Hamming code. We're lucky in that the identi�cation of the cosetsand their
least-weight members is utterly trivial.

By the result of section 10, C has 27� 4 = 8 cosets,and from the Hamming
distance arguments we know that any single error can be corrected, that is,
every error pattern of weight 1 residesin its own coset. There are 7 possible
such error patterns and the code itself forms the 8th coset, so the least weight
vectors of each cosetare ~0 and all vectors of weight 1. Their syndromesare as
follows:

0000000

0

B
B
B
B
B
B
B
@

1 1 1
0 1 1
1 0 1
1 1 0
1 0 0
0 1 0
0 0 1

1

C
C
C
C
C
C
C
A

= 000; 1000000

0

B
B
B
B
B
B
B
@

1 1 1
0 1 1
1 0 1
1 1 0
1 0 0
0 1 0
0 0 1

1

C
C
C
C
C
C
C
A

= 111;

and similarly every other syndrome is simply the corresponding row in H T :

syn(0000000) = 000

syn(1000000) = 111

syn(0100000) = 011

syn(0010000) = 101

syn(0001000) = 110

syn(0000100) = 100

syn(0000010) = 010

syn(0000001) = 001

Suppose1011 is to be sent, which we saw in section 7 encodes to 1011100.
Lightning strik es the cable and the receiver hears 1001100. She calculates the
syndrome:
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1001100

0

B
B
B
B
B
B
B
@

1 1 1
0 1 1
1 0 1
1 1 0
1 0 0
0 1 0
0 0 1

1

C
C
C
C
C
C
C
A

= 101

and 101is the syndromeassociated with error pattern 0010000.Our protagonist
correctly deducesthe intended transmission: 1001100� 0010000= 1011100.
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